
S U G G E S T E D  P R O C E D U R E  FOR DEALING W I T H  S U S P E C T E D  I N F O R M E R S
E x p a n s i o n  of Point 6, "Spies", in D i s c u s s i o n  P a p e r  On ECC S e c u r i t y

G e n e r a l  principles:
** no s p y - m o n g e r i n g  or u n d i s c i p l i n e d  " s k i n n e r” about i n d i v i d u a l s ;
** to be dealt w ith at c o o r d i n a t i n g  c o m m i t t e e  level, not g e n e r a l  b o d y  

l e v e l ;
** to be h a n d l e d  c a u t iously an d  s e n s i t i v e l y ,  w i t h  due r e g a r d  for the 

feelings of all parties concerned;
** nobody s h o u l d  be excluded f rom ECC s i m p l y  on the b a s i s  of a suspicion; 

excl u s i o n  s h o u l d  only be i m p l e m e n t e d  a f t e r  a t h o r o u g h  p r o c e s s  of 
research and consideration;

** no ECC m e m b e r  has the ri g h t  to take it u pon t h e m s e l v e s  to e x c l u d e  
someone from ECC. The m a t t e r  must - first be taken up b y  the 
c o o r d i n a t i n g  committee, w h i c h  then m a k e s  a c o n s e n s u s  d e c i s i o n  and 
implements that decision.

P r o c e d u r e ^

1. If any o n e  in the o r g a n i s a t i o n  su s p e c t s  s o m e o n e  of b e i n g  a spy, t hey 
should d i s c u s s  it with a c o o r d i n a t i n g  c o m m i t t e e  m e m b e r  and w i t h  no one 
else.

2. That m e m b e r  then discusses it w i t h i n  the c o o r d i n a t i n g  c o m m i t t e e .

3. If warranted, the c o o r d i n a t i n g  c o m m i t t e e  a p p o i n t s  one or two of its 
own m e m b e r s  to di s c r e t e l y  r e s e a r c h  the c i r c u m s t a n c e s  g i v i n g  r ise to thi 
suspicion, and the b a c k g r o u n d  of the i n d i v i d u a l  c o n c e r n e d .  The 
comm i t t e e  s h o u l d  decide w h e t h e r  to i n c l u d e  s ome sort of dir e c t  
c o n s u l t a t i o n  w i t h  the i n d i v i d u a l  concer n e d .  S u c h  c o n s u l t a t i o n  could 
be in the p r e s e n c e  of an attorney.

4 - E®Cii a e n t  info r m a t i o n  o nly is r e p o r t e d  b a c k  b y  the r e s e a r c h e r s  to the 
c o o r d i n a t i n g  committee.

5. If there are reason a b l e  g r o u n d s  for su s p i c i o n ,  and the c o m m i t t e e  
decides to e x c l u d e  the i n d i v i d u a l  from ECC, i m p l e m e n t a t i o n  c o u l d  be 
b y  means of:
* m e e t i n g  w i t h  the i n d i v i d u a l  and e x p l a i n i n g  why;
* w r i t i n g  a letter of e x p l a n a t i o n ,  g i v i n g  the p e r s o n  the o p t i o n  of 

r e q u e s t i n g  a m e eting if t h e y  so wish.

6. If there are no reasonable g r o u n d s  for su s p i c i o n ,  the c o m m i t t e e  m e m b e r  
who was o r i g i n a l l y  a p p r o a c h e d  s h o u l d  rep o r t  this b ack to the m e m b e r  
who raised the suspicion. S u c h  s u s p i c i o n s  s h o u l d  then be dropped. 
O nly if ne w  grounds for s u s p i c i o n  e m e r g e  s h o u l d  the m a t t e r  b e  rais e d  
again, f o l l o w i n g  the same pr o c e d u r e .

Notes

1. From start to finish, the m a t t e r  s h o u l d  b e  dealt w i t h  as q u i c k l y  as is 
r e a s o n a b l y  possible.

2. If an i n c i d e n t  occurs w h i c h  o b v i o u s l y  i n c r i m i n a t e s  an i n d i v i d u a l ,  the 
re s e a r c h  s t e p  could be b y - p a s s e d .  N e v e r t h e l e s s ,  the c o o r d i n a t i n g  
c o m m i t t e e  s h o u l d  still m e e t  to d i s c u s s  the matter, a nd f o r m a l l y  
a p prove the exclusion. The p e r s o n  s h o u l d  be f o r m a l l y  n o t i f i e d  of the 
e x c l u s i o n .

In most c a s e s  it is i m p o s s i b l e  for the o r g a n i s a t i o n  to p r o v e  s o m e o n e  
is a c t u a l l y  a spy, and for the in d i v i d u a l  to c o n v i n c e  the o r g a n i s a t i o n  
that t hey are not a spy. Thus, what it o f t e n  b o i l s  d own to is a 
m a t t e r  of trust, and w h e t h e r  the o r g a n i s a t i o n  can f u n c t i o n  c o h e r e n t l y  
and e f f e c t i v e l y  w h i l e  that p e r s o n  is part of the o r g a n i s a t i o n .In 
m a r g i n a l  cases, w h e r e  no clear, objective, g r o u n d s  for s u s p i c i o n  have 
b een found, but w h e r e  a m a j o r  b r e a k d o w n  of trust exists, the c o m m i t t e e  
s h o u l d  c o u c h  their e x c l u s i o n  n o t i c e  to the i n d i v i d u a l  in terms of 
trust and o r g a n i s a t i o n a l  e f f e c t i v i t y  r a t h e r  than on w h e t h e r  the p e r s o n  
is a spy or not.
R e m e m b e r  that r u m o u r  m o n g e r i n g  is a v ery e f f e c t i v e  tool in the hands 
of the state, s o w i n g  s u s p i c i o n ,  d i s s e n t i o n  and m i s t r u s t .  This is why 
it is v e r y  i m p o r t a n t  to f o l l o w  a t h o r o u g h  p r o c e s s  in this w h o l e  
matter, an d  to be s ure of the facts b e f o r e  t a k i n g  an y  a c t i o n  a a g a i n s t  
any indi v i d u a l .
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